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Scope of Policy

This online safety policy recognises our commitment to online safety and acknowledges its part in the college’s overall
Safeguarding Policies and Procedures. It shows our commitment to meeting the requirements to safeguard and promote
the welfare of pupils as outlined in Articles 17 & 18 of the Education and Libraries (Northern Ireland) Order 2003.

The whole college community can benefit from the opportunities provided by the Internet and other technologies used in
everyday life and support the overarching goal of the Empowering Colleges Strategy (March 2004) “That all young people
should be learning, with, through and about the use of digital and online technologies”.

This online safety policy identifies the risks involved in using the Internet and the wide range of new and emerging
technologies available. It sets out the steps the college is taking to avoid these risks or to minimise such risks where total
elimination is not achievable. The college is committed to developing a set of safe and responsible behaviours by all
members of the college community that will enable us to avoid/reduce the risks whilst continuing to benefit from the
opportunities. Our expectations for responsible and appropriate conduct are formalised in the Acceptable User Policies
(AUP) which we expect all staff and pupils to follow.

As part of our commitment to online safety we also recognise our obligation to implement a range of security measures to
protect the college network and facilities from attack, compromise and inappropriate use and to protect college data and
other information assets.

For the purposes of clarity and consistency throughout this document the lead person in the college on online safety is
called the online safety Coordinator.

The following local and national guidance is acknowledged in the formation of this online safety policy:-

2. Department of Education Circular Number 2016/27

3. Empower Colleges Strategy (March 2004)

4. British Educational & Communications Technology Agency (Becta)

5. Childnet International

6. Child Exploitation and Online Protection Centre

7. DCSF - Department for Children Colleges and Families guidance

Communications Act 2003, Criminal Justice and Courts Act 2015, Justice Act (Northern
Ireland) 2016 and Abusive Behaviour and Sexual Harm Act (Scotland) 2016.
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Responsibilities of the College Community

The protection of your child is of paramount importance to us. Online safety is the responsibility of the whole college
community and everyone has their part to play in ensuring that all members of the community are able to benefit from
the opportunities that technology provides for learning and teaching. The following responsibilities demonstrate how each
member of the community will contribute.

2.1

Senior Management Team Responsibilities:

Appoint a person (the online safety coordinator) to take responsibility for online safety and support them in their
work

Provide clear channels of communication for the online safety coordinator to liaise with the Senior Management
Team

Liaise with the college’s Board of Governors by having online safety regularly on the agenda of Board meetings.
Ensure that access to the college ICT system is as safe and secure as reasonably possible.

Ensure that servers and other key hardware or infrastructure are located securely with only appropriate staff
permitted access.

Make appropriate resources, training and support available to all members of the college community to ensure
they are able to carry out their roles effectively with regard to online safety

Ensure that a comprehensive online safety education programme is in place and delivered to all staff, pupils and
parents

Ensure that the college’s Child Protection Officer(s) have training geared to meeting the challenges presented by
the wide use of the new technologies

Develop and promote an online safety culture within the college community
Ensure adequate technical support is in place to maintain a secure ICT system
Ensure policies and procedures are in place to ensure the integrity of the college’s information and data assets

Ensure that procedures are in place to prevent personal data being sent over the Internet unless such data is
encrypted or otherwise made secure

Ensure that all users are informed that college equipment must not be used to view and transmit inappropriate
material. The Computer Misuse Act 1990 makes it a criminal offence to “cause a computer to perform any
function with intent to secure unauthorised access to any program or data held in any computer”.

Ensure that all staff and pupils agree to the Acceptable Use Policy and that new staff have online safety included
as part of their induction procedures

Receive and regularly review online safety incident logs; ensure that the correct procedures are followed should
an online safety incident occur in college and review incidents to see if further action is required

Ensure that the college offers opportunities for parents/guardians to increase their knowledge of how ICT is used
by their children and the online safety issues arising from that use

Ensure that only technical staff are permitted to download and install software onto the C2K network.

Take ultimate responsibility for the online safety of the college community
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2.2 Online safety Coordinator Responsibilities
e Promote an awareness and commitment to online safety throughout the college
e Be the first point of contact in college on all online safety matters

e Create and maintain online safety policies and procedures working with other online safety bodies within
Northern Ireland and beyond

e Develop an understanding of current online safety issues, guidance and appropriate legislation

e Ensure delivery to all staff and pupils an appropriate level of training in the full range of online safety issues
identified in this policy

e Ensure that online safety education is in place and embedded across the curriculum

e  Ensure that staff and pupils know the procedure to follow should they encounter any material or communication
that makes them feel uncomfortable

e Liaise with technical staff and C2k for the blocking of inappropriate websites, social network sites and other
unsuitable digital material

e Ensure that online safety is promoted with parents/guardians and advice given as to how they can support their
children should they become victims through the Internet and other technological malpractice

e Ensure that all staff and pupils understand the contents of the appropriate Acceptable Use Policy and that it is
signed, returned and filed securely

e Ensure that any person who is not a member of college staff, who makes use of the college ICT equipment in any
context, is made aware of the appropriate Acceptable Use Policy

e  Ensure that all members of the college community understand the consequences of not following the regulations
set in the Acceptable Use Policies which they have signed

e  Monitor, report and advise on online safety issues to the Senior Management Team and Governors as
appropriate

e Advise the Senior Management Team of future training needs to meet the requirements presented by the role of
online safety Coordinator

e Liaise with the Local Educational Authority and other relevant agencies as appropriate
e  Ensure an online safety incident log is kept up-to-date

e Ensure that Good Practice Guides for online safety are displayed in classrooms and around the college
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2.3

2.4

Responsibilities of all Staff
Read, understand and help promote the college’s online safety policies and guidance
Read, understand and adhere to the Staff AUP

Develop and maintain an awareness of current online safety issues and legislation and guidance relevant to their
work

Maintain a professional level of conduct in their personal use of digital technology at all times
Take responsibility for ensuring the safety of sensitive college data and information

Be responsible for, or assist with the delivery of the online safety education programme to pupils, ensuring that
pupils fully understand the requirements of the Pupil AUP and that it is duly signed.

Supervise pupils carefully when engaged in learning activities involving technology

Ensure that pupils are told what to do should they encounter any material or receive a communication which
makes them feel uncomfortable

Foster a ‘No Blame’ culture so that pupils feel able to report any cyber-bullying, ‘grooming’ abuse or receipt of
inappropriate digital materials

Be aware of how to advise pupils who receive uninvited/unwelcome attention or are presented with
inappropriate materials as a result of their use of the new technologies

Inform and periodically remind pupils that their use of the Internet is monitored
Remind pupils not to share their password with any other person

Encourage pupils to keep back-ups of all their work and to name their USB memory pens so that ownership can
be established in the event of loss

Preview all websites which they intend to incorporate into their teaching or use only sites accessed from
managed ‘safe’ environments such as the college VLE

Be vigilant when pupils are conducting investigative searches with search engines such as Google

Respect the feelings, rights, values and intellectual property of others in their use of technology in college and at
home

Report all online safety incidents which occur in the appropriate log and/or to their line manager
Report any failure of the filtering systems to the college Network manager and C2k
Responsibilities of Pupils

Read, understand and adhere to the Pupil AUP and follow all safe practice guidance

Take responsibility for their own and each other’s safe and responsible use of technology wherever it is being
used, including judging the risks posed by the personal technology owned and used by them outside of college

Reminded not to share their password with any other person
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2.5

Reminded to name their USB memory pen so that ownership can be established in the event of loss
Reminded to take back-up copies of any files which they generate

Ensure they respect the feelings, rights, values and intellectual property of others in their use of technology in
college and at home

Understand what action should be taken if they feel worried, uncomfortable, vulnerable or at risk whilst using
technology, or if they know of someone to whom this is happening

Report all online safety incidents to appropriate members of staff
Discuss online safety issues with family and friends in an open and honest way

Remind pupils that all computer activity is audited trough Securus

Responsibilities of Parents and Guardians
Help and support the college in promoting online safety
Read, understand and promote the Pupil AUP with their children

Discuss online safety concerns with their children, show an interest in how they are using technology, and
encourage them to behave safely and responsibly when using technology

Be aware of those sites which can offer advice and support to children who receive uninvited/unwelcome
attention or are presented with inappropriate materials as a result of their use of the new technologies

Consult with the college if they have any concerns about their child’s use of technology
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2.6

2.7

2.8

Responsibilities of Technical Staff (ICT Technician)
Ensure that servers, workstations and other hardware and software are kept updated as appropriate.

Ensure that a firewall is maintained and virus and malware protection is installed on all appropriate hardware and
is kept active and up-to-date by C2k.

Check that staff have virus protection installed on all laptops used for college activity.

Maintain the filtered broadband connectivity through C2k

In conjunction with C2k immediately remove access to any website considered inappropriate by staff or pupils
Ensure that only approved or checked webcam sites are available for staff /pupil use

Keep up-to-date with C2k services and policies

Ensure appropriate technical steps are in place to safeguard the security of the college ICT system, sensitive data
and information. Review these regularly to ensure they are up to date

At the request of the Senior Management Team conduct occasional checks on files, folders, email and other
digital content to ensure that the Acceptable Use Policy is being followed

Report any online safety-related issues that come to their attention to the online safety coordinator and/or
Senior Management Team

Ensure that procedures are in place for new users and leavers to be correctly added to and removed from all
relevant electronic systems

Ensure that suitable access arrangements are in place for any external users of the college’s ICT equipment

Ensure that any administrator or master passwords for college ICT systems are kept secure and available to at
least two members of staff, e.g. head teacher and C2K Network Manager.

Ensure that the wireless network is protected by a secure log on which prevents unauthorised access. New users
can only be given access by named individuals e.g. a member of technical support.

Liaise with C2K and others on online safety issues
Responsibility of any external users of the college systems e.g. adult or community education groups
Take responsibility for liaising with the college on appropriate use of the college’s ICT equipment and Internet

Ensure that participants are trained in the requirements set out in the Temporary Staff/Visitors AUP and that this

policy has been signed by the participants
Responsibilities of Governing Body

Read, understand, contribute to and help promote the college’s online safety policies and guidance as part of the
college’s overarching safeguarding procedures

Support the work of the college in promoting and ensuring safe and responsible use of technology in and out of
college, including encouraging parents to become engaged in online safety awareness

Ensure appropriate funding and resources are available for the college to implement their online safety strategy

9
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Learning and Teaching

The key to developing safe and responsible behaviours online for everyone within the college community lies in effective
education. The Internet and other technologies are embedded in pupils’ lives, not just in college but outside as well, and
the college has a duty to help prepare pupils to benefit safely from the opportunities that these present.

The college will:

e Develop an environment that encourages pupils to tell a teacher/responsible adult immediately if they encounter any
material that makes them feel uncomfortable;

e  Ensure pupils and staff, know what to do if they find inappropriate web material i.e. to switch off monitor and report
the URL to the teacher or System Manager.

e  Ensure pupils and staff know what to do if there is a cyber-bullying incident; behaviour
e  Ensure all pupils know how to report abuse;

e Have a clear, progressive online safety education programme throughout all Key Stages. Teach pupils a range of skills
and behaviours appropriate to their age and experience, such as:

o to STOP and THINK before they CLICK

o to discriminate between fact, fiction and opinion;

o to develop a range of strategies to validate and verify information before accepting its accuracy;

o to skim and scan information;

o to be aware that the author of a web site/page may have a particular bias or purpose and to develop skills to
recognise what that may be;

o to know some search engines/web sites that are more likely to bring effective results;

o to know how to narrow down or refine a search;

o to understand how search engines work;

o tounderstand ‘Netiquette’ behaviour when using an online environment/email, i.e. be polite, no offensive language
or other inappropriate behaviour; keeping personal information private;

o to understand how photographs can be manipulated and how web content can attract unwelcome attention;

o tounderstand why on-line ‘friends’ may not be who they say they are and to understand why they should be careful
in online environments;

o to understand why they should not post or share detailed accounts of their personal lives, contact information, daily

routines, photographs and videos and to know how to ensure they have turned-on privacy settings;

to understand why they must not post pictures or videos of others without their permission;

to understand why and how some people will ‘groom’ young people for sexual reasons;

to know not to download any files — such as music files - without permission;

to have strategies for dealing with receipt of inappropriate materials;

e Ensure that when copying materials from the web, staff and pupils understand issues around plagiarism; how to check

copyright and also know that they must observe and respect copyright/intellectual property rights;

o O O O

e Ensure that staff and pupils understand the issues around aspects of the commercial use of the Internet, as age
appropriate. This may include, risks in pop-ups; buying on-line; on-line gaming/gambling;

e Ensure staff know how to encrypt data where confidentiality demands such action and that they understand data
protection and general ICT security issues linked to their role and responsibilities;

e  Makes training available annually to staff on the online safety education program;

3.2 Internet Access

Web filtering of internet content is provided by C2K. This ensures that all reasonable precautions are taken to prevent
access to inappropriate material. However it is not possible to guarantee that access to unsuitable material will never
occur. Teachers are encouraged to check out websites they wish to use. All users are informed about the action they
should take if inappropriate material is accessed or discovered on a computer. Notices are posted in classrooms and
around college as a reminder.

10
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The college decides which users should and should not have Internet access, the appropriate level of access and the level
of supervision they should receive. There are robust systems in place for managing network accounts and passwords,
including safeguarding administrator passwords. Suitable arrangements are in place for visitors to the college who may be
granted a temporary login.

All users are provided with a login appropriate to their key stage or role in college. Pupils are taught about safe practice in
the use of their login and passwords.

All users should only be using the Internet in response to a legitimate articulated need.

Staff are given appropriate guidance on managing access to laptops which are used both at home and college and in
creating secure passwords.

Access to personal, private or sensitive information and data is restricted to authorised users only, with proper procedures
being followed for authorising and protecting login and password information.

Remote access to college systems is covered by specific agreements and is never granted to unauthorised third party
users.

33 Using the Internet

The college provides the internet to:-

e  Support curriculum development in all subjects;

e Facilitate and encourage independent learning and research by pupils;

e Support the professional work of staff as an essential professional tool;

e Enhance the college’s management information and business administration systems;

e Enable electronic communication and the exchange of curriculum and administration data with the Department
of Education, the Examination Boards and others;

Users are made aware that they must take responsibility for their use of, and their professional conduct whilst using, the
college ICT systems or a college provided laptop or device and that such activity can be monitored and checked.

All users of the college ICT or electronic equipment will abide by the relevant Acceptable Use Policy (AUP) at all times,
whether working in a supervised activity or working independently,

Pupils and staff are informed about the actions to take if inappropriate material is discovered and this is supported by
notices in classrooms and around college.

Additional guidance for staff and pupils is included in the Communications Guidance for Staff and this is included as part

of the college’s online safety Policy.
34 Using email

Email is regarded as an essential means of communication and the college provides all members of the college community
with an e-mail account for college-based communication. Communication by email between staff, pupils and parents will
only be made using the college email account and should be professional and related to college matters only. E-mail
messages on college business should be regarded as having been sent on headed notepaper and reflect a suitable tone
and content and should ensure that the good name of the college is maintained. There are systems in place for storing
relevant electronic communications which take place between college and parents.

C2k operates an appropriate educational filtered Internet-based email system for colleges.

11
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In the college context e-mail should not be considered private and the college reserves the right to monitor e-mail. There
is a balance to be achieved between monitoring to maintain the safety of pupils and the preservation of human rights, both
of which are covered by recent legislation.

As part of the curriculum pupils are taught about safe and appropriate use of email. Pupils are informed that misuse of email
will result in a loss of privileges.

Responsible use of personal web mail accounts by staff may be permitted.

All users are reminded that sending threatening e-mails and other messages is a criminal offence under the Protection
from Harassment Act (1997), the Malicious Communications Act (1988) and Section 43 of the telecommunications Act
(1984)

Additional guidance for staff and pupils is included in the Communications Guidance for Staff and this is included as part

of the college’s online safety Policy.
3.5 Using images, Video and Sound

It is recognised that many aspects of the curriculum can be enhanced by the use of multi-media and that there are now a
wide and growing range of devices on which this can be accomplished. Pupils are taught safe and responsible behaviour
when creating, using and storing digital images, video and sound.

Digital images, video and sound recordings are only taken with the permission of participants; images and video are of
appropriate activities and are only taken of pupils wearing appropriate dress. Full names of participants are not used
either within the resource itself, within the file-name or in accompanying text online.

All parents/Guardian are asked to sign an agreement about taking and publishing photographs and video of their children
and this list is checked whenever an activity is being photographed or filmed.

For their own protection staff or other visitors to college never use a personal device (mobile phone, digital camera or
digital video recorder) to take photographs of pupils.

Additional guidance for staff and pupils is included in the Communications Guidance for Staff and this is included as part

of the college’s online safety Policy.

12
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3.6 Using Video Conferencing, Online Meetings and Virtual Learning Platforms

Video conferencing is used to enhance the curriculum by providing learning and teaching activities that allow pupils to link
up with people in other locations and see and hear each other. Staff and pupils take part in these opportunities in a safe
and responsible manner. All video conferencing activity is supervised by a suitable member of staff. Pupils do not operate
video conferencing equipment, answer calls or set up meetings without permission from the supervising member of staff.

Video conferencing equipment is switched off and secured when not in use and online meeting rooms are closed and
logged off when not in use.

All participants are made aware if a video conference is to be recorded. Permission is sought if the material is to be
published.

For their own protection a video conference or other online meeting between a member of staff and pupil(s) which takes
place outside college or whilst the member of staff is alone is always conducted with the prior knowledge of the head
teacher or line manager and respective parents/guardians.

Teachers should consider the following when using Google classroom:

e Disable the options for pupils to post or comment on the stream when creating a class

e  Only disseminate the class code when pupils are joining a course face to face in class

e Disable the code immediately and any absent pupils to be manually enrolled

e Do not share the code digitally or use invite via the link option

e  When using Google Meet with pupils use the Meet link provided by default in Google Classroom (this saves
having to invite them individually and includes safeguards e.g. pupils not being able to join the meeting in
advance)

e  Turn off direct access (new feature in Meet - see host setting icon) at the start of each meet so no-one even with
a C2k account who is not in the Classroom can join (preventing sharing of the link outside the classroom)

Additional guidance for staff and pupils is included in the Communications Guidance for Staff and this is included as part

of the college’s online safety Policy.

3.7 Publishing Content Online

(a) College Website:

The college maintains editorial responsibility for any college initiated web site or virtual learning platform content to
ensure that content is accurate and the quality of presentation is maintained. The college maintains the integrity of the
college web site by ensuring that responsibility for uploading material is always moderated and that passwords are
protected.

The point of contact on the web site is the college address, e-mail and telephone number. Contact with staff is though the
receptionists in the college office.

Identities of pupils are protected at all times. Photographs of identifiable individual pupils are not published on the web
and group photographs do not have a name list attached. The college obtains permission from parents for the use of
pupils’ photographs.

(b) VLE, Blogs, Wikis, Podcasts, Social Network Sites

As part of the curriculum pupils are encouraged to create online content. Pupils are taught safe and responsible behaviour
in their creation and publishing of online content. They are taught to publish for a wide range of audiences which might
include governors, parents or younger children. Blogging, podcasting and other publishing of online content by pupils will
take place within the college virtual learning platform or other media selected by the college. Pupils will only be allowed to
post or create content on sites where members of the public have access, when this is part of a college related activity.

13
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Appropriate procedures to protect the identity of pupils will be followed.

All reasonable steps are taken to ensure that any material published online is the author's own work, gives credit to any
other work included and does not break copyright.

St. Pius X College Magherafelt
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(c) Online Material Published outside the College:
Staff and pupils are encouraged to adopt similar safe and responsible behaviours in their personal use of blogs, wikis,
social networking sites and other online publishing outside college as they are in college.

Material published by pupils, governors and staff in a social context which is considered to bring the college into disrepute
or considered harmful to, or harassment of another pupil or member of the college community will be considered a
breach of college discipline and treated accordingly.

Additional guidance for staff is included in the Communications Guidance for Staff and this is included as part of the

college’s online safety Policy.
3.8 Using Mobile Phones

Multimedia and communication facilities provided by a mobile phone can provide beneficial opportunities for pupils.
However, their use in lesson time will only be with permission from the teacher.

College mobile phones or similar devices with communication facilities used for curriculum activities are set up
appropriately for the activity. Pupils are taught to use them responsibly.

Where required for safety reasons in off-site activities, a college mobile phone is provided for contact with pupils, parents
or the college. Staff will not be expected to use personal mobile phones in any situation where their mobile phone number
or other personal details may be revealed to a pupil or parent.

Unauthorised or secret use of a mobile phone or other electronic device, to record voice, pictures or video is forbidden.
Unauthorised publishing of such material on a web site which causes distress to the person(s) concerned will be
considered a breach of college discipline, whether intentional or unintentional. The person responsible for the material
will be expected to remove this immediately upon request.

The sending or forwarding of text messages deliberately targeting a person with the intention of causing them distress,
‘cyberbullying’, will be considered a disciplinary matter.

Additional guidance for staff and pupils is included in the Communications Guidance for Staff and this is included as part

of the college’s online safety Policy.

3.9 Using other technologies

As a college we will keep abreast of new technologies and consider both the benefits for learning and teaching and also
the risks from an online safety point of view.

We will regularly review the online safety policy to reflect any new technology that the college proposes to use, or to
reflect the use of new technology by pupils.

Staff or pupils using a technology not specifically mentioned in this policy will be expected to behave with similar
standards of behavior to those outlined in this document.

15
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4.1 Protecting College Data and Information

The college recognises its obligation to safeguard staff and pupils’ personal data including that which is stored and
transmitted electronically. Practices and procedures to ensure that the college meets this basic obligation are regularly
reviewed.

The college is a registered Data Controller under the Data Protection Act 1998 and will comply at all times with the
requirements of that registration.

Pupils are taught about the need to protect their own personal data as part of their online safety awareness and the risks
resulting from giving this away to third parties.

Suitable procedures, and where necessary training, are in place to ensure the security of such data including the following:

e All computers or laptops holding sensitive information are set up with strong passwords, password protected
screen savers and screens are locked when they are left unattended

e  Staff are provided with appropriate levels of access to the college’s management information systems holding
pupil data. Passwords are not shared and administrator passwords are kept securely

e Staff are aware of their obligation to keep sensitive data secure when working on computers outside college

e When the college disposes of old computers and other equipment we take due regard for destroying information
which may be held on them

e Datais transmitted securely and sensitive data is not sent via email unless encrypted

e Remote access to computers is by authorised personnel only

e The college has full back up and recovery procedures in place for college data

e Where sensitive staff or pupil data is shared with other people who right of access to the information, for
example Governors, Social Services, the material is labeled appropriately to remind them of their duty to keep it
secure and to securely destroy any spare copies

16
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5.1 Dealing with online safety Incidents
All online safety incidents are recorded in the College online safety Log which is regularly reviewed.

Any incidents where pupils do not follow the Acceptable Use Policy will be dealt with following the college’s normal
disciplinary procedures.

In situations where a member of staff is made aware of a serious online safety incident, concerning pupils or staff, they
will inform the online safety coordinator, their line manager or head teacher who will then respond in the most
appropriate manner.

Instances of cyberbullying will be taken very seriously by the college and dealt with using the college’s anti-bullying
procedures. College recognises that staff as well as pupils may be victims and will take appropriate action in either
situation.

Incidents which create a risk to the security of the college network, or create an information security risk, will be referred
to the college’s online safety coordinator and technical support and appropriate advice sought and action taken to
minimise the risk and prevent further instances occurring, including reviewing any policies, procedures or guidance. If the
action breaches college policy, then appropriate sanctions will be applied. The college will decide if parents need to be
informed if there is a risk that pupil data has been lost.

The college reserves the right to monitor college equipment used off-site and to search any technology equipment,
including personal equipment with permission, when a breach of this policy is suspected.

If an incident occurs which raises concerns about Child Protection or the discovery of indecent images on a computer, then
the incident will be referred to the Designated Teacher and the Principal. The Child Protection Procedures of the college
will be followed.

5.2 Activities consistent with unacceptable (possibly illegal) conduct

e accessing inappropriate or illegal content deliberately

o deliberately accessing downloading and disseminating any material deemed offensive, obscene, defamatory, racist,
homophobic or violent

e continuing to send or post material regarded as harassment, or of a bullying nature after being warned

e using digital communications to communicate with pupils in an inappropriate manner (for instance, using personal
email accounts, personal mobile phones, or inappropriate communication via social networking sites)

5.3 Activities likely to result in disciplinary action:

e any online activity by a member of the college community which is likely to adversely impact on the reputation of the
college

e accessing inappropriate or illegal content accidentally and failing to report this

e inappropriate use of personal technologies (e.g. mobile phones) at college or in lessons

e sharing files which are not legitimately obtained e.g. music files from a file sharing site

e using college or personal equipment to send a message, or create content, that is offensive or bullying in nature or
could bring the college into disrepute

e attempting to circumvent college filtering, monitoring or other security systems
e  circulation of commercial, advertising or ‘chain’ emails or messages

e revealing the personal information (including digital images, videos and text) of others by electronic means (e.g.
sending of messages, creating online content) without permission
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5.4

using online content in such a way as to infringe copyright or which fails to acknowledge ownership (including
plagiarising of online content)

transferring sensitive data insecurely or infringing the conditions of the Data Protection Act, revised 1988 and upholds
the GDPR updated May 25 2018

Normally unacceptable activities which may be allowed e.g. as part of planned curriculum activity or as system
administrator to problem solve

accessing social networking sites, chat sites, instant messaging accounts, email or using a mobile phone for personal
use during lesson time

accessing non-educational websites (e.g. gaming or shopping websites) during lesson time

sharing a username and password with others or allowing another person to login using your account

accessing college ICT systems with someone else’s username and password

deliberately opening, altering, deleting or otherwise accessing files or data belonging to someone else
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Appendix A
Extracts from:
Guidance for Safer Working Practice for Adults who work with
Children and Young People. DCSF January 2009
Section 12 Communication with Children and Young People (including the Use of Digital Technology)

Communication between children and adults, by whatever method, should take place within clear and explicit professional
boundaries. This includes the wider use of technology such as mobile phones text messaging, e-mails, digital cameras,
videos, web-cams, websites and blogs. Adults should not share any personal information with a child or young person.
They should not request, or respond to, any personal information from the child/young person, other than that which
might be appropriate as part of their professional role. Adults should ensure that all communications are transparent and
open to scrutiny.

Adults should also be circumspect in their communications with children so as to avoid any possible misinterpretation of
their motives or any behaviour which could be construed as grooming. They should not give their personal contact details
to children and young people including e-mail, home or mobile telephone numbers, unless the need to do so is agreed
with senior management and parents/Guardian. E-mail or text communications between an adult and a child young
person outside agreed protocols may lead to disciplinary and/or criminal investigations. This also includes communications
through internet based web sites.

Internal e-mail systems should only be used in accordance with the organisation’s policy.

Organisations should therefore have a communication policy which specifies acceptable and permissible modes of
communication: -

This means that adults should:

= not give their personal contact details to children or young people, including their mobile telephone number and
details of any blogs or personal websites

= only use equipment e.g. mobile phones, provided by organisations to communicate with children, making sure that
parents have given permission for this form of communication to be used

= only make contact with children for professional reasons and in accordance with any organisation policy

= recognise that text messaging is rarely an appropriate response to a child in a crisis situation or at risk of harm. It
should only be used as a last resort when other forms of communication are not possible

= not use internet or web-based communication channels to send personal messages to a child/young person

= ensure that if a social networking site is used, details are not shared with children and young people and privacy
settings are set at maximum
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Section 27 Photography and Videos

Working with children and young people may involve the taking or recording of images. Any such work should take place
with due regard to the law and the need to safeguard the privacy, dignity, safety and well-being of children and young
people. Informed written consent from parents/guardians and agreement, where possible, from the child or young
person, should always be sought before an image is taken for any purpose.

Careful consideration should be given as to how activities involving the taking of images are organised and undertaken.
Care should be taken to ensure that all parties understand the implications of the image being taken especially if it is to be
used for any publicity purposes or published in the media, or on the Internet. There also needs to be an agreement as to
whether the images will be destroyed or retained for further use, where these will be stored and who will have access to
them.

Adults need to remain sensitive to any children who appear uncomfortable, for whatever reason, and should recognise the
potential for such activities to raise concerns or lead to misunderstandings.

It is not appropriate for adults to take photographs of children for their personal use.

Adults should therefore: -

= pe clear about the purpose of the activity and about what will happen to the images when the activity is concluded

= pe able to justify images of children in their possession

=  avoid making images in one to one situations or which show a single child with no surrounding context

= ensure the child/young person understands why the images are being taken and has agreed to the activity and that they
are appropriately dressed.

= only use equipment provided or authorised by the organisation

= report any concerns about any inappropriate or intrusive photographs found

= always ensure they have parental permission to take and/or display photographs

Adults should not therefore: -

= display or distribute images of children unless they have consent to do so from parents/Guardian
= use images which may cause distress

= use mobile telephones to take images of children

= take images ‘in secret’, or taking images in situations that may be construed as being secretive.

Section 28 Access to Inappropriate Images and Internet Usage

There are no circumstances that will justify adults possessing indecent images of children. Adults who access and possess
links to such websites will be viewed as a significant and potential threat to children. Accessing, making and storing
indecent images of children on the internet is illegal. This will lead to criminal investigation and the individual being barred
from working with children and young people, if proven.

Adults should not use equipment belonging to their organisation to access adult pornography; neither should personal
equipment containing these images or links to them be brought into the workplace. This will raise serious concerns about
the suitability of the adult to continue to work with children.

Adults should ensure that children and young people are not exposed to any inappropriate images or web links.
Organisations and adults need to ensure that internet equipment used by children have the appropriate controls with
regards to access. e.g. personal passwords should be kept confidential.

Where indecent images of children or other unsuitable material are found, the police and Local Authority Designated
Officer (LADO) should be immediately informed. Adults should not attempt to investigate the matter or evaluate the
material themselves, as this may lead to evidence being contaminated which in itself can lead to a criminal prosecution.
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This means that organisations should: -

= have clear online safety policies in place about access to and use of the internet
=  make guidance available to both adults and children and young people about appropriate usage.

This means that adults should: -

= follow their organisation’s guidance on the use of IT equipment
= ensure that children are not exposed to unsuitable material on the internet
= ensure that any films or material shown to children and young people are age appropriate

Sexual Offences Act 2003 and Grooming

Section 15 of the Sexual Offences Act 2003 makes it an offence for a person (A) aged 18 or over to meet intentionally, or
to travel with the intention of meeting a child under 16 in any part of the world, if he has met or communicated with that
child on at least two earlier occasions, and intends to commit a “relevant offence” against that child either at the time of
the meeting or on a subsequent occasion. An offence is not committed if (A) reasonably believes the child to be 16 or
over.

The section is intended to cover situations where an adult (A) establishes contact with a child through for example,
communications on the internet and gains the child’s trust and confidence so that he can arrange to meet the child for the
purpose of committing a “relevant offence” against the child.

The course of conduct prior to the meeting that triggers the offence may have an explicitly sexual content, such as (A)
entering into conversations with the child about sexual acts he wants to engage him/her in when they meet, or sending
images of adult pornography. However, the prior meetings or communication need not have an explicitly sexual content
and could for example simply be (A) giving swimming lessons or meeting him/her incidentally through a friend.

The offence will be complete either when, following the earlier communications, (A) meets the child or travels to meet the
child with the intent to commit a relevant offence against the child. The intended offence does not have to take place.

The evidence of (A’s) intent to commit an offence may be drawn from the communications between (A) and the child
before the meeting or may be drawn from other circumstances, for example if (A) travels to the meeting with ropes,
condoms and lubricants.

Subsection (2) (a) provides that (A’s) previous meetings or communications with the child can have taken place in or
across any part of the world. This would cover for example (A) emailing the child from abroad, (A) and the child speaking
on the telephone abroad, or (A) meeting the child abroad. The travel to the meeting itself must at least partly take place
in England or Wales or Northern Ireland.
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APPENDIX B

STAFF/PUPIL INFRINGEMENTS OF ONLINE SAFETY POLICY

Whenever a student or staff member infringes the online safety Policy/AU policy, the following sanctions will be applied.

PUPILS

Category A Infringements

Sanctions

Use of non-educational sites during lessons and inappropriate behaviour on
a learning platform

Unauthorised use of email

Unauthorised use of mobile phone (or other new technologies) in lessons
Use of unauthorised of social messaging / social networking sites

Referral to:

Class Teacher/Form Teacher
warning recorded in SIMS

Category B Infringements

Sanctions

Continued use of non-educational sites during lessons after being warned
Continued unauthorised use of email after being warned
Continued unauthorised use of mobile phone (or other new technologies)
after being warned
Continued use of unauthorised social messaging / chatrooms, social
networking sites, NewsGroups
Use of Filesharing software e.g. BitTorrent, LiveWire, G Suite to share
inappropriate images/messages etc.
Accidentally corrupting or destroying others' data without notifying a
member of staff of it
Accidentally accessing offensive material and not logging off or notifying a
member of staff of it
Deliberately corrupting or destroying someone’s data, violating privacy of
others
Sending an email or message that is regarded as harassment or of a bullying
nature (one-off)
Deliberately trying to access offensive or pornographic material
Any purchasing or ordering of items over the Internet
Transmission of commercial or advertising material

Action: Technical support to filter out inappropriate websites (C2k)

Referral to:

Class Teacher/Form Teacher
refer to HOD/Head of Year
HOD/HOY to contact parent by
phone

Suspend Internet and or Learning
Platform access rights for a
period of 1 week

Removal of digital device/phone
until end of college day — device
to be collected by parent

Category C Infringements

Sanctions

Continued sending of emails or social messaging regarded as harassment or
of a bullying nature after being warned

Deliberately accessing, downloading and disseminating any material
deemed offensive, obscene, defamatory, racist, homophobic or violent
Receipt or transmission of material that infringes the copyright of another
person or infringes the conditions of the Data Protection Act, revised 1988
Bringing the college name into disrepute

Use of mobile phone or other new technologies
inappropriate/unauthorised images of staff or pupils

to take

Action: Secure and preserve any evidence and inform the sender’s email
provider

Referral to:

Inform Principal

KS Coordinator to contact parents
Technician to monitor using
Securus account holder’s digital
history.

Extended Suspension

of web based privileges for 2
weeks

Possible suspension/ exclusion in
line with pupil code of conduct
Possible referral to PSNI/Social
Services

STAFF/PUPIL INFRINGEMENTS OF ONLINE SAFETY POLICY
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(a) Staff

STAFF

Category A Infringements (Misconduct)

Sanctions

Excessive use of Internet for personal activities not related to professional
development e.g. online shopping, personal email, social messaging etc.
Use of personal data storage media (e.g. USB memory sticks) without
considering access and appropriateness of any files stored.

Not implementing appropriate safeguarding procedures.

Any behaviour on the World Wide Web that compromises the staff
member’s professional standing in the college and community.

Misuse of first level data security, e.g. wrongful use of passwords.
Breaching copyright or license e.g. installing unlicensed software on
network.

Referred to Line Manager/Principal

Warning given

Category B Infringements (Gross Misconduct)

Sanctions

Serious misuse of, or deliberate damage to, any college computer
hardware or software;

Any deliberate attempt to breach data protection or computer security
rules;

Deliberately accessing, downloading and disseminating any material
deemed offensive, obscene, defamatory, racist, homophobic or violent;
Receipt or transmission of material that infringes the copyright of another
person or infringes the conditions of the Data Protection Act, revised 1988
and GDPR 2018;

Bringing the college name into disrepute.

action by college:

The PC/Laptop is removed to a secure place to prevent further access;
Instigate an audit of all ICT equipment by an outside agency (C2k) to
ensure that there is no risk of pupils accessing inappropriate materials in
college;

Identify the precise details of the material

Referred to Principal/Governors.

College disciplinary procedures are
followed. Reported to DENI and
PSNI

Category C Infringements (Very Serious Misconduct)

Sanctions

Child Pornography or other very serious misconduct

Action by college:

On discovery of images no downloading or distribution of any images
should be completed either internally or externally.

Computer left and not used by anyone until forensic examination and
investigation is completed.

Details of persons having access to the computer to be available to allow
a clear evidence trail to be established.

Referred to Principal/Governors

College disciplinary procedures are
followed. Reported to DENI and
PSNI and Children’s Social Care
services. Member of staff
suspended potentially resulting in
investigation or dismissal.
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Methodology for informing staff/pupils/parents of these procedures

®  They will be fully explained and included within the college’s online safety and Acceptable Use Policies. All staff will be
required to sign the college’s online safety Policy Acceptable Use Policy;

= Pupils will be taught about responsible and acceptable use and given strategies to deal with incidents so they can develop
‘safe behaviours’. Pupils will sign an age appropriate online safety Acceptable Use Policy;

® The college’s online safety policy will be made available and explained to parents. Letter of explanation will be sent to
parents/guardians;

®" |nformation on reporting abuse/bullying etc. will be made available by the college for pupils, staff and parents/guardians;

= Staff are issued with the ‘Action to be taken by staff in the event of an online safety incident’ guide on online safety
incidents.

APPENDIX C

ACTION TO BE TAKEN BY STAFF IN THE EVENT OF AN ONLINE SAFETY INCIDENT

Incident Action by staff member

An inappropriate website is | e Play the situation down by remaining calm;
accessed unintentionally in | ® Report to the Principal /online safety officer and decide whether to inform parents
college by a teacher or child of any children who may have viewed the site;
any children who viewed the site.
e Inform the College Network Manager and ensure the site is filtered;
e Inform C2k
e Report to Principal, Pastoral VP and online safety Coordinator
An inappropriate website is | ¢ Refer to the acceptable use policy that was signed by the child, and apply agreed

accessed intentionally by a sanctions;

child e Notify the parents of the child;
e Inform the College Network Manager and ensure the site is filtered if need be.
e Inform C2k.

e Report to Principal, Pastoral VP and Online Safety Coordinator

An adult uses college ICT | ¢ Ensure you have a colleague with you; do not view the misuse alone;

equipment inappropriately e Report the misuse immediately to the Designated Teacher/VP/ Principal and ensure
that there is no further access to the PC or laptop;

e [f the material is offensive but not illegal, the Principal should then:

o Remove the PC to a secure place;

o Instigate an audit of all ICT equipment by the colleges ICT managed service
providers to ensure there is no risk of pupils accessing inappropriate materials
in the college;

o ldentify the precise details of the material;

o Take appropriate disciplinary action;

o Inform Governors of the incident;

e In an extreme case where the material is of an illegal nature:

o Contact the local police and follow their advice;

o If requested to remove the PC to a secure place and document what you have
done.

e Report to Principal, Pastoral VP and online safety Coordinator

A bullying incident directed at | e Advise the child not to respond to the message;

a child occurs through email | ® Refer to relevant policies including online safety anti-bullying and apply appropriate
or mobile phone technology sanctions if the perpetrator is another pupil at college;

e Secure and preserve any evidence;

e Inform the sender’s e-mail service provider;

o Notify parents of the children involved;

e Consider delivering a parent workshop for the college community;

either inside or outside
college
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Inform the police if necessary.
Report to Principal and online safety Officer

Malicious or threatening
comments are posted on an
internet site about a pupil or
member of staff

Inform and request the comments be removed if the site is administered externally.
Secure and preserve any evidence.

Send all the evidence to CEOP at http://www.ceop.gov.uk/contact_us.html.
Endeavour to trace the origin and inform police as appropriate

Report to Principal, Pastoral VP and online safety Coordinator

There is concern that a child’s
safety is at risk because
someone is suspected of
using communication
technologies (eg  social
networking sites) to make
inappropriate contact with

the child.

Report to and discuss with the named child protection officer in college and contact
parents.

Advise the child on how to terminate the communication and save all evidence.
Contact CEOP at http://www.ceop.gov.uk/

Consider the involvement police and social services.

Consider delivering a parent workshop for the college. community

Report to Principal, Pastoral VP and online safety Cordinator

APPENDIX D

SAFE HANDLING OF DATA GUIDE

INTRODUCTION

The aim of this guide is to raise awareness on safe handling of data, data security and roles and responsibilities. Following

these principles will help prevent information from being lost or used in a way which may cause individuals harm/distress

or the reputation of the college being damaged through loss of sensitive information.

Everybody in the college has a shared responsibility to secure any sensitive information which they use in their

professional duties and all staff should be aware of the risks involved.

Setting Passwords

Staff must

Staff must not

o follow C2k password policy

e use a strong password (strong passwords are usually
8 characters or more and contain upper and lower
case letters, as well as numbers and special
characters)

e make your password easy to remember, but hard to
guess.

e choose a password that is quick to type

e use a mnemonic to help you remember your
password

e change your passwords if you think someone may
have found out what they are

e change your passwords on a regular basis

share their passwords with anyone else

write their passwords down

use their work passwords for your own personal
online accounts

save passwords in web browsers if offered to do so
use their username as a password

use names as passwords

email their password or share it in an instant
message

Storing Personal, Sensitive, Confidential or Classified Information

Staff must

Staff must not

e ensure removable media is purchased with
encryption and store all removable media securely

e securely dispose of removable media that may hold
personal data

St. Pius X College Magherafelt
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encrypt all files containing personal, sensitive,
confidential or classified data

ensure hard drives from machines no longer in
service are removed and stored securely or wiped
clean so that data cannot be restored. (see
section on disposal of ICT equipment ICT Acceptable
Use Policy

ensure hard copies of personal data are securely
stored and disposed of after use

ensure that documents containing sensitive or
personal data are correctly labelled

ensure that hard copies of confidential data are
securely transported and stored when removed from
college

Sending and

Sharing Data

Staff must

Staff must not

be aware of who you are allowed to share
information with. Check with your online safety
coordinator

ask third parties how they will protect sensitive
information once it has been passed to them

e send sensitive information (even if encrypted) on
removable media (USB memory drives, CDs, portable
drives) if secure remote access is available

e send sensitive information by email unless it is
encrypted

e place protective labels on outside envelopes, use an
inner envelope if necessary. This means that people
can’t see from the outside that the envelope contains
sensitive information

e assume that third party organisations know how your
information should be protected.

e Send IEP’s or other documents which contain a
pupil’s Unique Pupil Number (UPN)

Email and

Messaging

Staff must

Staff must not

report any emails that are not blocked or filtered
which are seriously offensive, threatening or possibly
illegal.

report phishing emails to the organisation they are
supposedly from

use their college’s contacts or address book. This
helps to stop email being sent to the wrong address
only use their college email account for any college
business, not your personal account such as Yahoo or
Hotmail

when sending an email put a security classification in
the first line of the email. For emails to do with
information about a pupil, for example, you need to
put in PROTECT — PERSONAL on the first line of the
email. The name of the individual is not to be
included in the subject line and the document
containing the information is encrypted. This
provides additional security

be wary of links to websites in emails, especially if the
email is unsolicited

e click on links in unsolicited emails. Be especially wary
of emails requesting or asking you to confirm any
personal information, such as passwords, bank
details and so on

e turn off any email security measures that their IT
team has put in place or recommended

e email sensitive information unless they know it is
encrypted. Talk to their IT support for advice

e try to bypass their college’s security measures to
access their email offsite, for example forwarding
email to a personal account

e reply to chain e-mails

St. Pius X College Magherafelt
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Working Online

Staff must Staff must not

e make sure that you follow your college’s policies on
keeping your computers up-to-date with the latest
security updates. Make sure that you keep any
computers that you own up-to-date. Computers need
regular updates to their operating systems, web
browsers and security software (anti-virus and anti-
spyware). Get advice from your IT support if you need
help

e only visit websites that are allowed by your college.
Remember your college may monitor and record (log)
the websites you visit

e make sure that you only install software that your IT
team has checked and approved

e be wary of links to websites in emails, especially if the
email is unsolicited

e only download files or programs from sources you
trust. If in doubt talk to your IT support

e check that your college has an acceptable internet
use policy and ensure that you follow it

Laptops or Workstations

Staff must Staff must not
e make sure that only approved software is installed e store remote access tokens with your laptop
and shut down their laptop or workstation using the e |eave your laptop unattended unless they trust the
‘Shut Down’ or ‘“Turn Off’ option physical security in place
e tryto prevent people from watching you enter e use public wireless hotspots. They are not secure.
passwords or view sensitive information e leave their laptop in their car. If this is unavoidable,
e turn off and store your laptop securely, for example, temporarily lock it out of sight in the boot
if travelling, use your hotel room’s safe or temporarily | e let unauthorised people use their laptop
lock in the boot of your car e use hibernate or standby

e use a physical laptop lock if available to prevent theft

e lock your desktop when leaving your laptop or
workstation unattended

e make sure your laptop, if it is containing personal or
sensitive data, is protected with encryption software

e use good password practices e.g. never keep your ID
and password details with your laptop

e only download files or programs from trusted sources

Working Onsite

Staff must Staff must not

e lock sensitive information away when left unattended

e use a lock for your laptop to help prevent
opportunistic theft

e make backup copies and protect them the same as

the originals
Working Offsite
Staff must Staff must not
e only take offsite information you are authorisedtodo | e write down or otherwise record any network access
so and it is necessary. Ensure that it is protected information. Any such information that is recorded
offsite in the ways referred to above must be kept in a secure place and disguised
e wherever possible access information remotely e disclose login IDs, PINs and other dial-up information
instead of taking it offsite to unauthorised users
27
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e be aware of your location and take appropriate
action to reduce the risk of theft

e try to reduce the risk of people looking at what you
are working with

e |eave your laptop behind if you travel abroad (some
countries restrict or prohibit encryption technologies)

e ensure only authorised staff are allowed to remove
data from the college’s premises
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APPENDIX E

USEFUL WEBSITES

Website

Contents of website

Target Audience

Children, ICT & online safety

Information for parents on online safety

Parents/Guardians/Pupils

Young People, ICT & online safety

Information for parents on online safety

Parents/Guardians/Pupils

SMILE

SMILE Posters

Colleges/Pupils

Childnet Guide 1

Guide for parents/teachers on social
networking sites

Parents/Teachers

Childnet Guide 2

Range of leaflets/posters on online safety
in a number of different languages

Parents/Teachers/Pupils

KNOWITALL Powerpoint

Powerpoint presentation on plagarism

Pupils/Teachers

KNOWITALL Films/PowerPoints

Film/PowerPoints on
cyberbullying/copyright

Pupils/Teachers/Parents

Kirklees Site online safety posters on a range of issues Pupils
Safe Surfing Poster in English Safe Surfing Poster in English Pupils
Safe Surfing Poster in Text Language Safe Surfing Poster in text Language Pupils

Cyberbullying — a whole-college
community issue

Guide document (10 pages) with advice
and support mechanism for pupils subject
to cyberbullying

Pupils/Teachers/Parents

Cyberbullying — Supporting College Staff

Guide document (10 pages) with advice
on supporting staff subject to
cyberbullying

Staff

CEOP

Child Exploitation and Online Protection
Centre — report to for cases of child abuse

Pupils/Staff/Parents

Childnet Site — General

Range of online safety resources

Pupils/teachers/parents

Kidsmart

Range of advice on staying safe when
using digital technologies

Pupils/Teachers/Parents

Rules for being online

Family Agreement Rules for being online

Pupils/Parents

Guidance on Safe Computer Use

Guidance on seating, use of keyboard,
mouse and positing of screen in computer
use

Pupils/Staff

Guidance on Posture

Powerpoint on good posture in computer
use

Pupils/Parents

Epilepsy Action

Advice on Photosensitive Epilepsy

Pupils/Parents/Staff
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http://www.childnet-int.org/downloads/blog_safety.pdf
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http://www.childnet.com/kia/toolkit
http://www.kirkleessafeguardingchildren.co.uk/managed/File/E-safety%20posters-low%20res.pdf
http://www.esafetynorthtyneside.org.uk/Controls/Repository/Imported/Files/GetFile.ashx?FileId=73eaafc4-fa5e-4c3f-95f2-000000095144
http://www.esafetynorthtyneside.org.uk/Controls/Repository/Imported/Files/GetFile.ashx?FileId=3efcdb86-e900-4856-a183-000000095142
http://www.kidscape.org.uk/assets/downloads/dcsfcyberbullyingsummary.pdf
http://www.education.gov.uk/publications/eorderingdownload/cyberbullying-staff.pdf
http://feeds.feedburner.com/ceop/news
http://www.childnet-int.org/
http://www.kidsmart.org.uk/
http://www.digizen.org/digicentral/family-agreement.aspx
http://imp.uwe.ac.uk/imp_public/downloadFile.asp?URN=1680&furn=15682&io=False&entryPid=4
http://www.sserc.org.uk/public/display_screen_safety/display_screen_students2.ppt
http://www.epilepsy.org.uk/info/photosensitive-epilepsy
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REPORTING ABUSE - Phone Numbers and Websites

Service Provider Phone Numbers Web addresses
02 Mobile 08705214000 ncbh@o02.com

Vodafone Mobile

191 from Vodafone phone; 08700700191
for Pay monthly customers; 08700776655
for Pay as You Go customers

Facebook

Click on ‘Report Abuse’ link

Facebook.com

Piczo

Click ‘Report Bad Content’ at top of every
member page. At bottom of the
homepage and on the ‘Contact Us’ page
there is a link to ‘Report Abuse’ page.

The ‘report Abuse’ page can be found at
http://pic3.piczo.com/public/piczo2/piczoAbuse.jsp

Video-hosting sites

On ‘YouTube’ create an account, login,
and ‘flag content as inappropriate’ under
the video content itself.

www.youtube.com/t/terms under section 5C

Instant Messenger

In MSN click ‘Help’ tab, select ‘Report
Abuse’

In Yahoo Messenger click ‘Help’ tab and
select ‘Report Abuse’ option

http://support.com/default.aspx?mkt=en-gb
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(a)

(b)

APPENDIX F
HEALTH & SAFETY

Location and supervision of computers in colleges

Internet access for pupils in colleges should be available on computers in highly-used areas of the colleges such as
classroomes, libraries, study areas, computer laboratories and media-centers;

Where practical pupils should always be allocated to the same computer;

Computer screens should be visible to staff circulating in the area and pupils should be supervised at all times where
possible;

Staff supervising pupils in areas such as computer laboratories should constantly alter the route they taken around
the laboratory during general supervision.

Posture — Ergonomics

(i) Setting up the chair and sitting comfortably

Adjust the seat height so that the elbows are roughly the same height as the keyboard;
Once the chair is at the correct height make sure that the feet rest flat on the floor;
Adjust the height of the backrest so that it supports the curve in the lower back;
Adjust the angle of the backrest in relation to the seat to a comfortable position;

If the seat pan tilts, adjust it to suit the posture chosen;

If there are arm rests they should be adjusted to a height just below elbow level
Always sit as close to the desk as possible when using the computer;

Always sit in the chair and use the backrest to support the back;

Vary the sitting position periodically and occasionally lean back and relax;

Adjust the height of the screen at or just below eyes level for a touch typist, slightly lower for a non-touch typist.

(ii) Using the Keyboard and Mouse

Use a soft touch when typing

Keep the wrists straight, don’t bend them upwards, downwards or sideways when typing;

Rest the arms while not typing but don’t rest the soft inner part of the wrist where the pulse would be taken, on the
wrist rest or table edge;

Vary the fingers used if not a touch typist;

Use a light touch when holding or depressing the mouse button(s);

Do not bend the hands upwards or sideways at the wrist while using the mouse;

Do not stretch to use the mouse;

Ensure there is enough space to use the mouse comfortably.

(iii) Screen, Desk and Work Environment

Ideally blinds, curtains use to be used to control reflected glare or contrast light;

The screen should be cleaned periodically;

Move the eyes rather than the head when reading information on the screen;

The layout of items should be prioritized on the desk with those items most often used nearest to the typist;

If using a document holder adjust it to the same height, slope and viewing distance as the screen. The typist should
consider locating the screen to one side with the document holder directly in front;

Ensure lighting levels in the room are sufficient to read the screen and any documents to be referred to;

Take breaks before tiredness or discomfort is experienced.

(iv) Software

Use easy to read fonts such as arial;
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e Limit the number of colours used on screen;
e Use pastel background colours particularly if reflections are a problem on the screen being used;
e Reduce dependency on mouse inputs by using keyboard equivalents and shortcuts

Guidance on safe Computer Use and a powerpoint Guidance on Posture should be read in conjunction with the above

(c) Interactive Whiteboards and Projectors

e Allinteractive whiteboards and other data projectors if misused have the potential to cause eye injury

e No one should stare directly into the beam of the projector at any time;

o |[f entering the beam, users should not look towards the audience for more than a few seconds;

e Use of a laser pointer to avoid the need to enter the beam is highly recommended;

e Users should stand with their back to the projector beam if standing in it is unavoidable;

e  Children should be supervised at all times when a projector is being used;

e  Projectors should be located out of the sight line from the screen to the projector;

e The heights of interactive whiteboards should be carefully considered to prevent undue stretching and bending of
users;

e Installation of Whiteboards should follow the electrical installation guidelines of the local authority which in most
cases will be the BS7671 and NICEIC standards;

e [tisimportant to note that projector power installations which are classed as temporary are subject to PAT testing
(Portable Appliance Testing) under the Electricity at Work regulations 1989.

(d) Photosensitive Epilepsy

e Using a computer is unlikely to be problematic for people with photosensitive epilepsy as the screen flicker is higher
than the rate that triggers epilepsy;

e To reduce the risk of epilepsy to an absolute minimum it is important to consider both the type of software and
display screen;

e  For more detailed advice consult the website Epilepsy Action

(e) Wi-Fi and Wireless Local Area Networks (WLAN)
General position

There is no consistent evidence to date that exposure to radio signals from Wi-Fi and WLANs adversely affects the health
of the general population. The signals are very low power, typically 0.1 watt (100 milliwatts) in both the computer and the
router (access point), and the results so far show exposures are well within the internationally-accepted guidelines from
the International Commission on Non-lonizing Radiation Protection (ICNIRP). Based on current knowledge and experience,
radio frequency (RF) exposures from Wi-Fi are likely to be lower than those from mobile phones. Also, the frequencies
used in Wi-Fi are broadly the same as those from other RF applications such as FM radio, TV and mobile phones.

On the basis of the published studies and those carried out in-house, the HPA sees no reason why Wi-Fi should not
continue to be used in colleges and in other places. However, with any new technology a sensible precautionary approach,
as happened with mobile phones, is to keep the situation under review so that parents and others can have as much
reassurance as possible. That is why Sir William Stewart, former chairman of the HPA, stated that it would be timely to
carry out further studies as this new technology is rolled out. Based on this, the HPA announced on 12 October 2007 that
it would be carrying out a systematic programme of research into WLANs and their use, to include measurements of
exposures from Wi-Fi networks, in particular those in colleges.

For further guidance consult the Health Protection Agency Wi-Fi website and Health Protection Agency Report website
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1. Introduction.

First and foremost, this guidance is provided to protect school staff from harassment, real or alleged
misuse and any consequential disciplinary action arising from the use of electronic communication
equipment in or outside school. It is also intended to ensure that the school’s equipment is used
responsibly and safely at all times. There are implications for the actions of individuals and the school as a
whole.

This document is part of the school’s Online safety policy and Acceptable Use agreements.

Electronic communications equipment includes (but may not be limited to) telephone, fax, voicemail,
computer, laptops, internet, mobile phone (all types), photocopier, digital cameras, web cameras, videos
and palm-held equipment. Types of communication can include (but may not be limited to), phone calls, e-
mail, text messaging, multimedia messaging, transmission of photographs and moving pictures, contact via
websites and social network sites, blogging, wikis, contact via web cameras and internet phones.

Staff will sign the Acceptable Use Policy to show they have understood and accept the contents of this
document

Failure to follow any aspect of this guidance (either deliberately or accidentally) could lead to disciplinary
action in accordance with the school’s disciplinary policy which ultimately will result in dismissal.

2. Safe and Responsible Use.

2.1 The Internet.

The Internet is an essential element in 21° century life for education, business and social interaction. ICT
skills and knowledge are vital to access life-long learning and employment. The statutory curriculum

requires pupils to learn how to locate, retrieve and exchange information using technology including the
Internet. All pupils should be taught to use the Internet efficiently and safely, and to develop a responsible
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and mature approach to accessing and interpreting information. The Internet provides many benefits to
pupils and the professional work of staff through:

access to world-wide educational resources, including museums and art galleries.
access to experts in many fields for pupils and staff.

educational and cultural exchanges between pupils world-wide.

collaboration between pupils, professionals and across sectors.

access to learning wherever and whenever convenient.

The Internet enhances the school's management information and business administration systems through:

communication systems.

improved access to technical support, including remote management of networks and automatic system
updates.

online and real-time ‘remote’ training support.

secure data exchange between local and government bodies.

In support of this, the government funds C2k to provide this infrastructure, supporting software,
maintenance and training.

The Risks.

The Internet is an open communications channel, available to all. Anyone can send messages, discuss ideas
and publish material with little restriction. These features of the Internet make it both aninvaluable resource
used by millions of people every day as well as a potential risk to young and vulnerable people.

Much of the material on the Internet is published for an adult audience and some is totally unsuitable for
pupils.

In line with school policies which protect pupils from other dangers, there is a requirement to provide pupils
with as safe an Internet environment as possible and to teach pupils to be aware of and respond responsibly
to any risk. This must be within a ‘No Blame’, supportive culture if pupils are to report abuse. Risks can be
high outside school, so this school provides an education programme for parents/guardians.

Schools also need to protect themselves from possible legal challenge. The legal system continues to struggle
with the application of existing decency laws to computer technology. Itis clearly a criminal offence to hold
images of child pornography on computers or to use Internet communication to ‘groom’ children. The
Computer Misuse Act 1990 makes it a criminal offence to “cause a computer to perform any function with
intent to secure unauthorised access to any program or data held in any computer”. Sending malicious or
threatening e-mails and other messages is a criminal offence under the Protection from Harassment Act
(1997), the Malicious Communications Act (1988) and Section 43 of the Telecommunications Act (1984).

Users within this school are informed that the use of school equipment to view or transmit inappropriate
material is “unauthorised” and those who infringe will be subject to the school’s disciplinary procedures.
Furthermore, the school will take all reasonable and appropriate steps to protect pupils, staff,
parents/guardians. Reasonable steps include technical and policy actions and an education programme for
pupils and staff and parents/guardians.

In formulating its Online Safety Policy, the school has considered the three core elements of:
Technology and Infrastructure.
Policy and Practices.
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Education and Training.

Policies and

Practices

Online safety

Education and ﬂechnology and

Training J Infrastructure

Schools in Northern Ireland have access to a secure and managed network provided by C2k. This service
provides: approved firewall solutions, up-to-date anti-virus, anti-spyware and anti-spam software; Individual
log-ins, coupled with Auditing software, meaning network activity can be monitored and logged, providing a
secure network.

2.2 E-mail.

Schools in Northern Ireland have appropriate educational, filtered internet-based e-mail options through the
C2k system.

In the school context e-mail should not be considered private and the school reserves the right to monitor
e-mail. There is a balance to be achieved between monitoring to maintain the safety of pupils and the
preservation of human rights, both of which are covered by recent legislation.

An individual should not access the e-mail of another individual within the school without express
permission and a clear understanding of the reason for the proxy access.

All work-related e-mails should be written using a school e-mail address. School e-mail should be regarded
as an official communication tool. E-mails should be written in the same professional tone and text as any
other form of official school communication

If e-mail is used as an official means of communication with parents, government organisations,
educational institutions etc then copies should be kept as a record of the communication. This could be
achieved by saving or printing a copy, forwarding the e-mail to the school office or other relevant staff.

E-mail attachments should be opened with care unless the receiver has absolute confidence in its origin as
this is one of the most likely points of introducing a virus into a computer system.
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The sending of racially abusive or other offensive email is forbidden and may be considered a criminal act.
It should be borne in mind that emails may be submitted as evidence in legal proceedings and that e-mail
discussions with third parties can constitute a legally binding contract.

E-mail must not be used by staff to transfer information about pupils — unless it is within an encrypted,
secured e-mail system.

It should be remembered that the data (in e-mails or other systems) does not belong to the User but to the
organisation. The User can only use the data with the permission of the Principal (or other approved person)
and only for the purposes for which they received permission. Therefore, a school user could be personally
liable for breaching the Data Protection Act (DPA98) if personal information was disclosed because of their
unauthorised actions. This will be further strengthened by the GDPR (May 2018.)

Personal e-mail addresses of users within the school not published on the school website. Group e-mail
addresses are used for communication with the wider public.

Pupils

The school will ensure that pupils:

are made aware of the risks and issues associated with communicating through e-mail and the strategies in
place to deal with inappropriate e-mails.

understand good ‘netiquette’ style of writing and appropriate e-mail behaviour.

are introduced to e-mail and can only use the school domain e-mail accounts on the school system.

are taught about the safety and ‘netiquette’ of using e-mail both in school and more generally personal
accounts at home:

not to give out their e-mail address unless it is part of a school managed project or someone they know and
trust and is approved by their teacher or parent/guardian.

that an e-mail is a form of publishing where the message should be clear, short and concise.

that any e-mail sent to an external organisation should be written carefully and authorised before sending,
in the same way as a letter written on school headed paper.

they must not reveal private details of themselves or others in e-mail, such as: address, telephone number,
etc.

to ‘Stop and Think Before They Click’ and not open any attachments unless they are sure that the source is
safe.

the sending of multiple or large attachments should be limited.

personal information should not be sent as attachments on open e-mail. A secure method of encrypted
transfer should always be used.

embedding adverts is not allowed.

that they must immediately tell a teacher/responsible adult if they receive an e-mail which makes them
feel uncomfortable, is offensive or bullying in nature.

not to respond to malicious or threatening messages.

not to delete malicious of threatening e-mails, but to keep them as evidence.

not to arrange to meet anyone they met through e-mail without having first discussed with an adult and
taking a responsible adult with them.

forwarding of ‘chain’ e-mail letters is not permitted.

Pupils sign the school Pupil AUP to say they have read and understood the online safety rules, including e-
mail and that any breach of the agreement will have consequences.
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Staff.
The school will ensure that staff know that:

there are risks and issues associated with communicating through e-mail and are familiar with the strategies
in place to deal with inappropriate e-mails.
they are allowed to only use the school domain e-mail accounts on the school system.
they can never use email to transfer staff or pupil personal data. Data transfer is by secure system
only.
they cannot access personal e-mail during the school day.
e-mail sent to an external organisation must be written carefully, (and may require authorisation),
in the same way as a letter written on school headed paper.
the sending of multiple or large attachments should be limited.
personal information must not be sent as attachments on open e-mail. A secure method of
encrypted transfer should always be used.
the sending of chain letters is not permitted.
embedding adverts are not allowed.

All staff sign our school Staff AUP to say they have read and understood the online safety rules, including e-
mail and that any breach of the agreement will have consequences.

(c) Inappropriate E-mails.

It is impossible to control what information is sent to a member of staff by e-mail. However, if offensive,
obscene and/or discriminatory material is received it is then the responsibility of the receiver to report
immediately, and in writing, to the designated person in school (or the head teacher). Never send a reply.
Keep a printed copy of the e-mail as evidence and pass a copy of the e-mail to the appropriate person
(Complaints Officer) for the record. Ensure that the sender’s information is also recorded as their e-mail
service provided may take action.

E-mails which are particularly disturbing or break the law will be reported to the Police.

Messages relating to or in support of illegal activities will be reported to the relevant Authority and Police.

2.3 Social Networks, Blogs and Wikis.
Social Networks.

Social networks such as ‘Instagram, ‘Facebook’, ‘Twitter’, are popular with staff and students. However:
neither staff nor pupils should use school facilities to access or update their personal social
networks.
no personal information should ever be added to a user’s social site.
staff and pupils should be careful as to who they add as ‘friends’.
comments made on a social network site which relate to the school or pupils in the school have the
potential to be misinterpreted and could result in disciplinary action.
photographs and descriptions of activities in the personal life of staff in particular and other
members of the school community in general may not be considered appropriate if viewed by
other staff, pupils or parents.
users should be aware that even if they have used the privacy settings, they may not be able to
prevent material becoming public from their ‘friends’ sites.
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(b) Blogs, Wikis.

It is recognised that these online communications tools, such as weblogs ("blogs") and Wikis, have a
potentially useful role in schools — such as on school websites, learning journals, celebrating good work,
sharing information and facilitating collaboration. Where pupils and their families are sharing these tools
with staff in school it is important that this should always be through a school based provision, such as the
school VLE using a school log-in where all communication is open and transparent.

If staff keep personal blogs the content must maintain acceptable, professional standards. Any
inappropriate use may lead to disciplinary action in accordance with school policy. All blogs should contain
a disclaimer that the views expressed are personal and not necessarily those of the school or the
Magherafelt Learning Partnership.

Schools are also vulnerable to material being posted about them online and all users should be aware of
the need to report this should they become aware of anything bringing the school into disrepute. Schools
should regularly check to see if any such material has been posted.

(c) Threatening or Malicious Material Published Online Concerning a member of the school or the school
itself:

Secure and preserve any evidence. For example, note the web address (URL) or take a screen shot or copy
and print the screen.

Report immediately to the online safety Officer or Head Teacher.

Contact the up-loader of the material or the Internet Service Provider/Site Administrator and ask for the
material to be removed.

If the material has been created by a member of the school community or a parent, then the school will
investigate and implement the school’s disciplinary policy if appropriate.

All social network sites have the means to report unacceptable material or activity on their site — some
more readily available than others.

2.4 Real Time Online Communication - Web Cameras, Chat, Mobile Phone.

The ability to communicate in real time using the computer and other electronic devices (such as mobile
phones) makes these an excellent tool for a range of educational purposes. However, staff should take the
same level of care with these tools as they would if working in a face to face situation with a student or
group of students. Access should always be through a school created account, never a personal account
and it should be focused on a clearly specified educational objective.

There are likely to be times when this kind of activity will be organised by a member of staff to be outside
normal school hours and off the school premises. In this situation it should always be carried out with the
full knowledge and agreement of the member of staff’s line manager. Staff should be aware that they
must remain focused on the educational purpose of the communication and never allow it to become a
social occasion.

Staff should also agree to specific times for availability and only allow contact during these times, to
protect their personal time. When a web camera is used it should have a clear purpose. Staff should be
aware of the ability of meetings of this kind to be recorded without their knowledge.
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Staff must protect their privacy by never allowing pupils or parents to obtain their mobile phone number or
leave their mobile phone where it could be accessed by a pupil. Cyber-bullying of both staff and pupils is
very common by mobile phone.

Action initiated in the event of an online safety incident.

If a pupil is the victim report immediately to a teacher or other responsible adult. If a teacher report
immediately and in writing to the teacher’s line manager.

Don't reply to abusive or worrying text or video messages.

Don't delete messages. Keep them for evidence.

Use 1471 to try and obtain the number if possible. Most calls can be traced.

Report it to your phone provider and/or request a change of number (see Appendix E in main document for
list of phone numbers).

Technical staff may also be able to help by finding or preserving evidence such as logs of the call.

3. Misuse of electronic equipment.

Misuse is a serious disciplinary offence. The following examples of misuse apply to all members of the
school community.

(a) Staff and pupils MUST NOT use school equipment (including a school provided laptop) to:

Store, view, download or distribute material that is obscene, offensive or pornographic, contains violent
images, or incites criminal behaviour or racial hatred.
Gamble.
Download or distribute games, music or pictures from the internet for personal use. They can bring viruses
with them, use up capacity on the servers and potentially breach copyright.
Spend school time on personal matters (for example, arranging a holiday, shopping, looking at personal
interest websites).
Store personal information on the school network that uses up capacity and slows down the system (for
example, personal photos, screensavers or wallpaper).
Send e-mails, texts or messages or publish anything on a website, social networking site or blog, which:
is critical about members of the school community including pupils.
contain specific or implied comments you would not say in person.
contain inappropriate comments which could cause offence or harassment on the grounds of gender, race,
disability, age, religion or sexual orientation.
have originated from a chain letter.
Conduct private and intimate relationships via e-mail.
Download or copy software (excluding software updates) or use the e-mail system to transmit any
documents or software without checking copyright or licence agreement.
Install software licensed to the school on a personal computer unless permission to do so is explicitly covered
by the school licence agreement.
Take, transmit or publish pictures of a member of staff or pupil on your mobile phone, camcorder or camera
without the person’s permission.
Give away e-mail lists for non-school business. If in doubt, ask the Head Teacher.
Use internet chat rooms (other than the secure, moderated facilities which are provided within the school’s
VLE).
Do anything which brings the school into disrepute.

Personal Laptop.
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A personal laptop:

brought onto the school premises MUST NOT be used to undertake any of the activities in (a) above during
the school day.

should not have information stored within it which would be deemed to be unacceptable on a school
machine.

used at school should have a separate secure account for use whilst at school.

used for any school activity must be fully protected against virus infection.

4. Monitoring and Privacy.

The school’s e-mail and internet facilities are systems, provided by the Department of Education to the
school and managed by C2k. The school therefore reserves the right to monitor all use of the internet and
of the school’s ICT systems. Usage will be monitored to ensure that the systems are being employed
primarily for educational reasons, that there is no harassment or defamation taking place and that all
members of the school community are not entering into any illegal activities. Electronic equipment on the
school site may be searched and examined.

All users need to be aware that internet sites visited are traceable and that deleted messages or
attachments can be recovered.

E-mail, telephone calls and internal and external post (unless clearly identified as private and confidential
post) should be used primarily for educational reasons. To ensure this monitoring will be carried out as
deemed appropriate.

Any material stored on the school’s network or being circulated via the school’s e-mail system has no rights
of individual privacy. In accordance with RIPA (Regulation of Investigatory Powers Act 2000) monitoring or
surveillance without a user’s knowledge can be carried out on internal e-mail systems, or information
stored on a server. It is permitted to intercept communications in this way so the school can ensure its
systems are being used properly in accordance with school policies and are working correctly.

5. Breaches and Sanctions.

Failure to follow any aspect of the school’s Online safety policies (either deliberately or accidentally) could
lead to disciplinary action in accordance with the school’s disciplinary policy which may ultimately result in
dismissal.

6. Good practice guidance for school staff.

Pay close attention to the list of misuses in Section 3 because this list is for your protection and clarifies
how possible disciplinary action can be avoided.

In communications with pupils and parents, never give out personal information which identifies your
home address, phone number, mobile phone number or personal e-mail address. Once such information is
known you are open to harassment through unwanted phone calls, text messages and e-mails.

Protect your social network site by using the correct privacy settings. Make sure that personal information
cannot be seen from the links to your friends’ sites.

Do not accept pupils as friends on your personal social network site. If at all possible, do not include
parents as friends.

Avoid the use of chat rooms, instant messaging or other social networking services which are accessed
socially by pupils and are not monitored by the school.
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Always keep a copy of e-mail communications with pupils and parents (whether sent or received) and keep
a note of the dates, times and content of telephone conversations.

If your school laptop is used outside school for non-school activities, then set up a different user account to
ensure that personal or confidential data is protected. Use a strong password to protect the school laptop
from unauthorised access.

Make sure you do not allow people to see personal or confidential school information when a computer is
left unattended. Turn it off, log off and set up a password-protected screen saver to prevent unauthorised
access.

Keep all passwords and login details strictly private and always remember to log off correctly after using
the computer. Never allow anyone else to use your personal login detail as you will then be held
responsible for their online activity.

Always use the school’s digital camera or video camera for taking pictures and upload them onto a school
computer. Once uploaded, the images should be deleted from the camera’s memory. Photographs of
children should not be taken home to use on a personal computer.

The use of hand held ‘walkie- talkies’ is increasing in schools. Staff using this equipment should speak
professionally and respect confidentiality. Be aware that the message could be overheard.

If you are using school electronic equipment off site, then take the same level of care as you would in
school. A digital camera taken off site should not be returned to school with personal photographs on it.

It is not recommended that personal financial transactions are made on school equipment as information
may become accessible to pupils.

Observe sensible precautions when taking photographs which may include pupils. Always obtain students
and/or parental permission and make sure that individual pupils cannot be identified by name, especially, if
the photograph is for use on the school web site or VLE. (Refer to school policy for further guidance on this
issue.)

Report immediately, and in writing, to the designated person in school (or your Head Teacher) any web
pages accessed or emails received where the content could be described as inappropriate or malicious.
Keep copies as evidence.

7. School responsibilities.
In order to ensure safe practice for staff and pupils the school should:

make it clear that the school will enforce policies to protect staff and pupils from malicious use of mobile
phones, in particular the use of camera and video- phones.

ensure that the school’s policy and procedures for home-school communication are shared with all staff.
establish whole school systems for storing emails, dealing with inappropriate messages and breaches of
security.

provide all staff with a personal e-mail address to be used for all school-related communications.
establish a clear school policy for monitoring use of the school’s electronic equipment by staff and pupils,
including procedures for accessing e-mail and files when staff are absent due to holiday, illness, etc.
provide digital cameras and mobile phones which can be borrowed by staff as required for all school-
related work.

provide a safe learning environment, such as, a VLE for electronic communications with pupils.

ensure that systems are established for reporting unwanted or accidental electronic communications and
that staff and pupils know the correct person to report to should any issues arise. Accurate records must be
kept and all incidents treated seriously.

create procedures to regularly check the school’s presence on the web to ensure material detrimental to
the school is not published.
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