GCSE ICT Revision Notes – Paper 2

Paper 2 Topics

· Mobile phone technology – Internet/WAP, Bluetooth.
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Relational databases/ER Modelling.
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· Internet connectivity (dialup/PSTN, ISDN, ADSL) – streaming and buffering.
· Wireless technology – router, firewall.
· Security – digital signature, SET, encryption, new developments – retina scanners at airports.
· OCR/OMR/scanners/printers.
· Data logging/sensors/feedback.
· File types – mpeg, tiff, gif, csv, txt, rtf, pdf, midi, mp3, file compression, mp4, mp4.
· Legislation – DPA, Copyright Design and Patents Act, Computer Misuse Act
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· Validation/verification

· Master file/transaction file

· Networks – LAN/WAN, network card, file server.
· Batch/real time processing

· CAM/CAD
· Health problems – ergonomic workstation

· Video Conferencing / Virtual Learning Environment / Home School gateway / Whiteboards / Education/E-safety / Social Networking / Impact on ICT on people at home, in the community and at work
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Mobile phones:

Services provided:  Text/picture messages, emails, voicemail, Bluetooth/infrared, GPRS (General Packet Radio Service). 
Wireless Application Protocol (WAP) – used in Internet Enabled Mobile Phones or PDA (Personal Digital Assistant).

The system uses a simplified web browser, WML (Wireless Markup Language).

Voice of Internet Protocol (VOIP) – allows the users to make ‘free’ phone calls using an Internet connection.
Internet Technology:

Internet History:
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Internet Cookies:

A cookie is a piece of text that a Web server can store on a user's hard disk. Cookies allow a Web site to store information on a user's machine and later retrieve it.  Websites use cookies to store usernames and passwords to enable automatic logins for future visits.  Some people are concerned about security risks – spying.



Firewall:
A firewall is a program or piece of hardware, which inspects network traffic passing through it, and denies or permits passage based on a set of rules.
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Phishing:
Some believe phishing originated as an alternative spelling of "fishing," as in "to fish for information".
This message and others like it are examples of phishing, a method of online identity theft. In addition to stealing personal and financial data, phishers can infect computers with viruses and convince people to part with their money. 

Logic Bombs:
A logic bomb  is a piece of computer code that executes a malicious task, such as clearing a hard drive or deleting specific files, when it is triggered by a specific event. It's secretly inserted into the code of a computer's existing software, where it lies dormant until that event occurs. This event might be a positive trigger, such as a specific date and time or the removal of an employee's name from the salary database; or it might be a negative trigger, such as a particular employee failing to input a command by a certain time - meaning he or she is probably not at the company anymore.

Encryption:
Encoding or scrambling of data, so that it cannot be recognised without a code.
Secure Sockets Layer (SSL). 
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	Look for the "s" after "http" in the address whenever you are about to enter sensitive information, such as a credit-card number, into a form on a Web site.


You will notice that the "http" in the address line is replaced with "https," and you should see a small padlock in the status bar at the bottom of the browser window. 
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The padlock symbol lets you know that you are using encryption.

Speeds of Internet Access: (Slowest to fastest)
1. PSTN (Public Switched Telephone Network).

2. ISDN (Integrated Services Digital Network).

3. ADSL (Asymmetric Digital Subscriber Line)

4. Fibre optic (speed of light).

Data Transfer:

USB and Firewire:
USB (Universal Serial Bus) allows data transfer between peripheral devices, e.g., USB pen or even printers.

The release of USB 2.0 - features transfer speeds up to 480 Mbps (megabytes per second) and up to 5 meters between devices.
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FireWire sockets


FireWire is a method of transferring information between digital devices, especially audio and video equipment. Data transfer is extremely fast – speeds up to 800 Mbps.

FireWire is plug-and-play, so if you connect a new FireWire device to your computer, the operating system auto-detects it and asks for the driver disc. 
If you've already installed the device, the computer activates it and starts talking to it. FireWire devices are hot pluggable, which means they can be connected and disconnected at any time, even with the power on.

Firewire:
· Transfer rates up to 800 Mbps 

· Maximum distance between devices of 100 meters (cable length) 

Bluetooth:
Bluetooth devices allow data transfer to about 10 meters (32 feet).  This is a popular way of transferring data between mobile phones or between a mobile phone and a hands free headset.  
Banking and Security
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General definitions:

Levels of access:

· Only users with the appropriate level of access can access data.
User IDs and Passwords: 
· Username identifies an authorised user.
· Only those with the username and passwords can access data.
How can backups be made on a LAN?

· Save a copy of the files on magnetic tape every day.
· Use the generations of files method - Grandfather/father/son described.
Router:

· Set of rules for transmitting data over a network.Determines best route.
Digital signatures:

· A digital code, attached to an electronically transmitted message.
· Uniquely identifies the sender.
· Guarantee that the sender is who he or she claims to be.
SET:

· Secure Electronic Transfer/Transaction.
Digital Television:
· Compressed signal – receive more channels.
· Less, if any interference – better quality picture and sound.
· It is interactive.  You can send emails.  Includes radio channels.
WiFi:
· A Wi-Fi enabled device such as a PC can connect to the Internet within range of a wireless network connected to the Internet. 
Batch processing

Master file:

· A file of data which holds the original/primary data for a job.

· Permanent file.

Transaction file:

· A list of transactions, e.g. of sales for the day/meter readings for the day.

· Used to update such information as shop stock levels in master file.

· Temporary file used to update master file.

Databases:

What is a relational database?

· A relational database has more than one table that are linked.

· A flat file database as no links and uses only one tables.

· Flat file databases suffer from data duplication and data redundancy.

Advantages of a relational database?

· The security of data stored in a single location can be managed more easily.

· Different access privileges can be given to users so that the data can be protected from unauthorised access.

· Repetition of data is minimised so there is little or not data redundancy.

· Searching for data is quicker because there is very little repeated data.
Data Redundancy:

· Data stored in a database more than once when it is not required.

Data Integrity:

· Correctness (accuracy) and reliability of data whilst stored in the database.

Data
Verification:

· Verification is the process of checking data once it has been entered onto the computer system to ensure it has been entered correctly.

· Verification is carried out by entering data twice (perhaps by 2 users) or proof reading.

Validation:
· Validation of data ensures that the data is present, of the correct type, in the correct range and of the correct length.
· Validation checks include presence, length or type check, lookup or range check.
· Lookup Table:

· Used to access all possible values for a certain field.

· Type Check:

· Ensures data is only numeric/text/date etc.

· Length Check:

· Ensures data entered is of acceptable length.
General
Data Portability:
· Data portability is the ability to transfer data from one system or software application to another without having to re-enter the data.

· Some file formats are highly portable, that is they can be used in a range of systems or software applications:

CSV – Comma Separated Variable:
· A simple text file.  Field names are entered first.  Each record is entered on a new line.
· Can be imported easily into a database or spreadsheet, eg:
· Date, Time, Temperature
· 12/02/10, 2pm, 12
· 12/02/10, 3pm, 15
· 12/02/10, 4pm, 8
Other portable file formats include:


RTF – Rich Text Format

· JPEG – Joint Photographic Experts Group

· MPEG – Moving Picture Experts Group

· TIFF – Tagged Image File Format (bitmapped graphics)

· GIF – Graphic Interchange Format

· TXT – Text File / ASCII – American Standard Code for Information Interchange

· MIDI – Musical Instrument Digital Interface – sound files are produced when digital musical instruments are connected as input devices to PC

· MP3 – compressed music files – reduction in file size.

· PICT – Apple Mac format.
Networks

(Read P. 58+ in the Lynch/Matthewson book carefully)
Differences between LANs and WANs
	LAN
	WAN

	Spread over a small geographical area usually one or two buildings.
	Spread over a vast geographical area (national or worldwide).

	PCs on a LAN can be effectively linked together using copper cabling.
	A network of networks – the most effective way to link networks is using fibre optics or a wireless link such as satellite.


Advantages of a Local Area Network (LAN):
· Peripherals like printers and scanners can be shared by many users.

· Software stored on the file server can be shared by all network users.

· Users can log on at any PC to access their work.

· Easy communication using email or conferencing.

File Server:
· A file server is the main computer on the network.

· Store the network operating system, eg, Windows 7.

· Stores application software, eg, MS Word.

· Stores files/documents created by the user, eg. Revision.doc

· Managed communication and network security (usernames and passwords).

Network Interface Card:
· A special piece of equipment which allows the PC to communicate with the network file server and all other PCs on the network.

Switches:
· A switch is a single connection point for a group of computers.  Several computers are connected directly to a switch using network cables.
Router:
· A router is used if LANs are to be connected to the Internet or to a WAN.
· A router will find the shortest route to send data across the network.
Bandwidth:
· The bandwidth of a network is the rate/speed at which can be data be transmitted over the communications line in a given time period.
· Measured in bits per second/bps.
Protocol:
· A protocol is an agreed standard of sending or receiving data on a computer network.
Operating Systems – e.g., Windows XP/Vista/7

An operating system enables all hardware and software to work together.  It allows the user to interact and communicate with the PC.

· Share time between processes and applications running on the PC.

· Allocate enough memory to allow all programs to run smoothly.

· Manage and communicate with all devices, using drivers, eg, printer.

· Provide a user interface for the user to communicate with the computer – Graphical User Interface – Windows Icons Menus Pointers.

1. The PC is switched on and a system check is carried out.

2. A boot strap program held in ROM is executed – tells the PC to load the OS.

3. The OS is then loaded into RAM from the hard disk.
Extended question (at end) – See page 96-100

E-learning:
· Learning provided and supported using ICT, such as an online interactive course where by all learning and assessment is completed via ICT, e.g. LearningNI.
The impact of ICT on education:
· Generic software, such as MS Office, allows pupils to create high quality homework, to a professional/office standard.
· Interactive subject specific materials available on CD ROM.
· Multimedia software presents on-screen moving pictures and sounds.
· Computer Assisted Learning (CAL) packages can teach a topic in a multimedia environment.  They can monitor learners’ progress and allow them to study at their own pace.
· Science subjects can make use of data logging, including sensors.
· CD writers and MIDI assist in learning and producing music.
· DVD technology allows for interactive films/real life situations.
· Interactive whiteboards and data projectors allow pupils to interact.
· Impact on Special Education Needs pupils .. own pace.
· Accessibility tools .. screen magnifier, on screen keyboards, concept keyboards, voice recognition software, Braille keyboards/printers.
Communication technologies in education:
· Communication technologies provide opportunities for e-learning.
· Pupils and teachers can use e-mail to communicate.
· Video conferencing allow pupils to take part in two way visual/audio communication.
· Pupils can exchange ideas interactively and produce joint projects, regardless of where they live.
· Bulletin boards and controlled interactive text-based discussion (similar to chat rooms) are used in schools.
· E-portfolios allow pupils to create and maintain an electronic collection of their projects and personal data.
· Pupils can access their documents from home.
· Virtual Learning Environments (VLEs) are used in education to store course notes, allow pupils to use a discussion board, submit homework and receive electronic feedback.  Teachers can monitor and assess students’ work.[image: image8.png]



Internet History can be viewed through the web browser.





Internet History can be deleted.  Up to 20 days history can be stored.





This Internet user has 3 cookies: 


search.live.com


search.msn.com


www.justis.com





Benefits of chip and pin for cardholders:


PIN is faster than signing a receipt.


Increased security against fraud, such as skimming (card copying).


A lost or stolen card requires a PIN to complete a transaction which virtually eliminates the ability to copy the contents of the chip to another card.





Chip and PIN benefits for merchants:


Greater security and reduced chargebacks, (if fraud happens the shop or the bank has to pay), for fraudulent transactions.


Increased point of sale checkout speed.








Disadvantage of Compression:


After compressed files are transported they must be decompressed at their destination before use (takes time)





Order Table





Customer Table





One-to-many
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